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Research on User Privacy Leakage in Mobile Social Messaging Applications

CHENG Yao YING Ling-Yun JIAO Si-Bei SU Pu-Rui FENG Deng-Guo

(Trusted Computing and Information Assurance Laboratory , Institute of Software, Chinese Academy of Sciences, Beijing 100190)

Abstract  Due to their powerful processing capability and diverse equipped applications, smart
mobile devices have become the rage to store and manage personal information in people’s daily
work and lives. This dominant prevalence to a large extent benefits from those various kinds of
applications running on the mobile platform. Among them, a staple category of applications have
devoted themselves to provide daily social communication service for regular users, which called
social messaging applications. It offers users wonderful user experience and various ways of com-
munication via multi-media, such as text, audios, pictures and videos. Comparing to the SMS
and MMS, social messaging applications are more widely accepted for their fantastic social experi-
ence and economical manner. In order to aggregate user basis and increase their stickiness, social
messaging applications incorporate a new functionality component called Address Book Matching
which recommends registered user accounts from the address book in one’s phone and facilitates
the transplantation of users’ social circle from offline to online. However, this novel feature

brings not only convenience but also potential privacy leakage issues. This paper proposes a novel
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platform-independent method to collect users’ personal information in large scale, including their
phone numbers and the corresponding application accounts, by means of abusing Address Book
Matching. Besides, based on the user information we obtained, two approaches of further analy-
sis are presented, 1. e. single application analysis and cross application integration. In order to
pursue more authentic user information, we propose the conformity and authentic analysis of user
personal information gathered from different social messaging applications. Finally. on the basis
of our collection and analysis approaches, we also build up a prototype system to leverage above
mentioned vulnerability. The experiment results demonstrate the effectiveness of our method of

taking advantage of Address Book Matching to collect user personal information from social
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messaging applications in large scale.
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Background

As mobile devices dominate people’s work process and
daily communication, huge amount of user privacy informa-
tion has been stored in the phone, such as contacts, agenda,
photos and so on. Privacy should never be ignored, especially
in mobile devices. Nowadays, there is a category of applica-
tions on mobile devices devote themselves to people’s daily
communication. This kind of applications provides rich user
experience and is cheaper than the SMS or MMS which make
them gain a quick popularity and catch on around all over the
world. A majority of the social messaging applications equip
a component called “Address Book Matching”, which takes
advantage of user’s address book and recommends all of the
contacts who also have an account in the same application.
This component facilitates user a lot to get in touch with their
contact friends, however, also brings some privacy leakages
problems.

There are a lot of research concerning about mobile
privacy, such as using dynamic taint analysis or preventing
privacy leakage by forging sensitive information. However,
no one has mentioned the malicious usage of a popular com-

ponent in social messaging applications. The paper proposes
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a novel way to leverage the “Address Book Matching” com-
ponent to gather user information in large scale and proofs
the availability via a prototype system. Though the method,
a stranger can get user’s phone number and the correspond-
ing user account in applications. The paper also presents
analysis approaches to get more complete and more authentic-
ate information. Through deeper analysis of the core factors
that lead to the vulnerability, the paper also gives several
alternative countermeasures to avoid the leakage effectively.
The research group has done much work in the area of pro-
tecting security and privacy of mobile systems and proposed
dynamic analysis tools of mobile applications based on the
hardware virtualization. They also give vulnerability reports
to the relevant companies who immediately give feedback,
discussing about the particular amendment.
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